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Abstract - In this paper, we focus attention on the devel-
opment of security techniques using software defined radio
(SDR) technologies. We propose a new secure download sys-
tern which uses the characteristics of the field programmable
gate arrays (FPGAs) composing the SDR. The proposed sys-
tem has the novelty that realization of high security encipher-
ment is possible, This is achieved using the characteristic of
FPGAs which allows systems to be arranged in a variety of
different layouts, as well as by using the configuration infor-
mation as the key. This unifies the renewal of the key and the
encipherment. In addition the proposed system has the merit
that it has high security against illegal acquisition such as a
wiretapping, and can also be used in conjunction with any
other current cipher algorithm. As an evaluation of the seco-
rity, we show that the proposed system has high immunity to
illegat acquisition of software using replay attack, by verifica-
tion of the protocol as well as by numerical computation. The
proposed system can therefore realize high security software
downloads based on SDR,

Keywords - Download, security, field programmable gate
array (FPGA), software defined radio (SDR)

I. INTRODUCTION

* Recently, various demands such as high data rate and high
reliability for mobile comimunications exist. In order to sat-
isfy these demands, many kinds of communication systems
are used. For these systems, the importance of the software
defined radio (SDR) which can comply with the varicus com-
munication standards by changing its software becomes cvi-
dent [1]. SDR reconfigures itself by software download. Var-
ious download methods have been considered such as wire-
less, cable, and storage [2]. However wireless or cabled
download from software servers have proved to be more suit-
able from a versatility point of view and better for smaller and
lighter terminals.

In such a case of download using wireless or cable {espe-
cially wireless) there is a possibility of wiretapping. If the
software obtained by wiretapping circulates illegally, man-
ufacturers lose out on a substantial amount of income from
that software. There is also a fear that the security of a wire-
less system is threatened when software that has been wire-
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tapped is illegally altered. Countermeasures against wiretap-
ping must therefore be considered. Currently there are vari-
ous secure communications technologies such as cryptogra-
phy and secure protocel [3] to prevent such wiretapping. A
more secure system is needed than those currently available
in software download. Due to the fact that the computer ca-
pability will improve in the future, SDR which can receive
multi-band will exist [5]. Two approaches for the realization
of more secure communications systems for SDR are con-
sidered. Firstly the improvement of security using stronger
cryptography than currently available. Secondly that security
is developed using SDR technologies [5], [6]. In this paper,
we focus our attention on the latter approach. We propose a
new secure download system using the characteristics of field
programmable gate arrays (FPGAs) composing SDR.

Recently the FPGA has been promoted as a device for the
composition of SDR [4]. The reason being that FPGA realizes
lower power consumption and faster signal processing when
compared to common micro processors. Configuration data
{CD) which is the composing data of FPGAs, has the char-
acteristic that its size is decided by the FPGA device used
and not by the logic nor circuit composition of the CD [7].
The size of the CD is the same when the FPGA composing
the SDR is the same device. In addition FPGAs are made up
of configuration logic blocks (CLBs). The “place-and-route”
operation, which arranges the wiring of the CLBs on a FPGA,
can be done freely due to the characteristic that each CLB is
independent [7]. Currenily SDR requires FPGAs composed
of one million gates or more. Such FPGAs have more than
six thousand CLBs. The number of possible place-and-route
operation patterns can therefore tun into astronornical num-
bers.

We propose a secure download system exploiting the above
characteristics of FPGAs. The propesed system focuses its at-
tention on the characteristic that the size of the CD is fixed. In
the proposed system an SDR terminal downloads differential
data, which is generated by an exclusive OR operation be-
tween the requested CD and the current terminal CE from the
software server. After the download is completed, the SDR
terminal performs an exclusive OR operation, like decryption,
between the current CD and the differential data downloaded.
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The SDR terminal then obtains its requested CD [8]. This
system is similar to a private-key cryptosystem with the CD
of the SDR being the key.

We alse focus on the design freedom available in an FPGA
which allows many arrangement layouts for any given system.
Terminals without certification cannot decrypt the differential
data downloaded due to the fact that each SDR teriminal has
a unique CD. In the proposed system, the degree of design
freedom is the degree of security. The proposed system makes
the realization of high security encipherment possible. This
is achieved using the design freedom mentioned, as well as
unifying the key renewal and encipherment by using the CD
as the key.

We evaluate the proposed system by verifying resistance to
replay attack, ie. Tesistance to the software being obtained
illegally. We also calculate the degree of design freedom
or degree of security and compare the proposed system with
download system using other cryptosystem. From evaluation
results, the proposed download system is seen to have a re-
sistance to replay attack and to wiretapping, as the probabil-
ity that Attackers obtain the software illegally is almost zero.
The propesed download system therefore reahzes ahigh level
of security.

This paper is organized as follows: In Sect.Il, the system

model for software download, the characteristics of the FPGA
and the assumed attacker are described. In Sect. ]I, we present
the proposed the secure download system. In Sect.IV, we eval-
uate this proposed system. Finally conclusions and future re-
search subjects are given in Sect.V.

II. SYSTEM MODEL
A. Download Model
Fig.1 shows the download model in SDR.
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Fig. 1. Download modei

An operator. exists for SDR, and the model used in this pa-
per assumes that this operator manages the software and the
server. We can easily send messages to SDR by referring to
this operator as the operator knows which network or which
communications system each SDR belongs to. It is not possi-
ble for manufacturers to alter SDR’s software illegally due to
the fact that the operator manages the software which is after
authorization.

The SDR terminal sends a download request to the base-
station which then downloads the requested software from the
server commected to the base-station. There is either a direct
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connection, a conuection via the Intemet, or other types of
connection between the base-station and the server. The de-
ciston as to which type of conmection is best, is decided by
factors such as availability and security [2].
Some infarmations stored by the server are as follows,
» SDR terminal’s information
Each terminai’s current configuration and a random
number used in the place-and-route operation
« Software for the communications system
Netlist of each commumication service
The SDR is composed of FPGAs and the server stores
softwares of which form is netlist. After the design is pro-
grammed using a hardware description language (HDL), the
logic synthesizer which is similar to compiler transforms that
design file to a netlist. The netlist is in effect the circuit ayout
and forms the stage before the configuration data. After the
server receives a download request, it generates the requested
CD from its netlist. The SDR terminal then downloads the
CD. Additionally the server also manages other information
such as what software is available for users, as a user can not
download unavailable software.

B. Characteristics of FPGAs

FPGAs have the two following characteristics [7].

« The size of CD is decided by the FPGA device and not
by logic nor circuit composition of the CD.
The size of the downloading CD is always the same.

« The structure of an FPGA consists of independent CLBs
which are lattice-shaped.
We can design the arrangement layouts of the CLBs
freely.

C. Attacker Assumptions

In this paper, we focus on illegal acquisition of the down-
load. We propose a secure download system as a countermea-
sure against illegal acquisition.

Replay attack by impersonation and wirctapping is the il-
legal acquisition method assumed in the download. Attackers
can impersonate any user, and can therefore tap the down-
load stream of any user. Attackers however can not attack the
server and can not extract information directly from a termi-
nal of the SDR.

1. PROPOSED SYSTEM
A. Protocol of the Proposed System

Fig.2 shows the protocol of the proposed system.

1} A user (SDR terminal) sends his terminal ID and down-
load request to the server.

2) The server searches the current mode of the terrmnal us-
ing the terminal ID. The server then generates a random
number for the place-and-route operation as well as the
configuration data (CD) which the terminal requested.
The server then produces the differentiat CD using an
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Fig. 2. Protocol of the proposed system

Exclusive OR operation between the requested CD and

the current CD of the terminal. The user can now down-

load the differential CD.

The user now performs an exclusive OR operation be-

tween the downloaded CD and its current terminal CD.

The terminal of the user is now reconfigured.

4) The user sends a reconfigure complete notice to the
server through the new downloaded commumications
system.

3)

The random number is only used in the place-and-route
operation. It is not necessary to share the random number
between the server and the terminal. The characteristic of
the proposed system is exploiting the fact that the size of the
downloaded CD is always the same. SDR terminals download
the differential data generated by the exclusive OR operation
performed between the requested CD and the current CD of
the SDR terminal. This system is therefore seen to be similar
to a private-key cryptosystem in that the CD of SDR is used
as the key, This key, or CD, is renewed every time the SDR is
reconfigured. -

Currently much time is spent on the place-and-route op-
eration in FPGAs. It is therefore difficult for the server to
perform this place-and-route operation in a timely manner
depending on a request. As a countermeasure to this, some
predesigned CDs are temporarily stored on the server in the
proposed system.

In this paper, it is assumed that downloaded CDs do not
have error bit. If transmission errors oceur, the CD which a
terminal has may be different from that stored on the server.
The proposed system will then stops. Usually a parity check
code is added to the CD, and a CD containing error bits is
therefore never downloaded to the FPGA. Error comrection
such as channel coding is used as a countermeasure against
transmission error, however is not discussed in this paper.
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B. Place-and-route

Place-and-route is the operation that allocates all functions
of a circuit to the CLBs and the wiring between these CLBs
on an FPGA

The purpose of conventional place-and-route is to improve
the FPGAs performarnce. The allocation of CLBs is therefore
initially done randomly, then iterated so as to minimize the
wiring length. ’

The purpose of place-and-route in this paper is not to min-
imize the wiring length however to generate a lot of allo-
cation pattemns and therefore realize diversity in the CD on
the FPGA. The place-and-route in this paper simply allocates
CLBs according to a random number. The place-and-route
load is therefore no larger than the conventional case. Con-
ventional place-and-route is run on tools made by Cadence
or Synopsys using random numbers in about 100 ways. In
this paper the place-and-route algerithm uses random num-
bers corresponding to the possible allocation of CLBs on an
FPGA.

In the proposed system, security is achieved by the patterns
that can be made of the CD. The independence of each CLB
as a characteristics of FPGA is used to achieve the differing
patterns. Fig.3 shows the layout pattern of an FPGA which
has 4 CLBs and only uses 2 of them (module A and module
B).
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Fig. 3. Example layout
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These patterns are calculated using eq.(1) where two op-
tional CLBs are assigned to four possible CLB locations.

4P2=4X3:12 (1)

In the general case the number of arrangement layout pat-
terns for a certain logic that can be realized on an FPGA can
be calculated as follows.

Prn=Ix{l-1)x..x{{—m+1) 2)
where:
| = Thetotal number of CLBs onan FPGA
m = Thenumber of CLBs usedin the logic
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1V. EVALUATION OF THE PROPOSED SYSTEM
A. Resistance to Replay Attack

Replay attack describes when an attacker impersonates the
user and transmits a wire-tapped download request message.
Fig.4 shows the protocol in the case of replay attack.

Server Attacker
Somrch ihe prescnt made of the Lorminal Terminal 1D
P A——
by ihe torminal 1D Downloading roqucst

The mossags wirelapped from the worminal A
I7(CD of the tormine] A — required COY i

Download requen rejocied
oinc

Make & dilferential CO and it is downleaded
B

i Dll'ﬁ:fnm.ill <D
CD which the torminal roquesis

CD of the pressnt tenminal A N

ROt $amie 35 Lhe altaeker

V‘ el
7%
Requenod CD cammot bo deorypued becaise:

CD of the atiacker ia dilferent rom
the wrmninal A

Fig. 4. Resistance to replay attack

An attack occurs when the attacker sends a download re-
quest wiretapped from the proper terminal to a server. The
assumption in this paper is that the attacker impersonates an-
other terminal easily, because authentication of the request is
not strict, Attackers can therefore use replay attack casily.

The attacker sends a download request wiretapped from ter-
minal A. The server scarches for the current mode of the ter-
minal from the terminal ID. If the CD of terminal A matches
the requested CD, the request is rejected.

If on the other hand the CD of terminal A does not match
the requested CD, the attacker can download the CD gener-
ated by the exclusive OR operation between the current CD of
terminal A and the requested CD. The attacker however can
net reconfigure his terminal as his current CD differs from
that of terminal A. In this case the attacker obtains an unus-
able CD which can not be downloaded to an FPGA. Due to
the fact that CDs vsually use error comection codes, and CDs
containing errors are not downloaded, The probability that
the CD of an attacker matches that of terminal A is discussed
in the following section. The proposed system can be seen to
be resistant to replay attack.

B. Probability of Corvespondence

I} Evaluation Method: In the proposed system the server
produces a completely unique CD, even if the communication
software is the same, through the use of a randem number.
Security is therefore achieved by the differing patterns that
can be made of the CD. An attacker needs to tap a CD from
the terminal using exacily the same configuration as a user in
order to obtain the communication software illegally. In this
section, we derive the probability that an SDR reconfigured
with the same layout CD of another SDR exists.

The number of patterns of CD which realize a certain mode
is given by . The probability that CDs selected randomly are
different from each other is derived as follows.
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Ifn is a large real number, then 1— % = e~ . This estimate
is derived by taking the first two terms of the following series
expansion.

2 3

o T
€T =1zt — (4)
The estimated probability of no comrespondence is then
k-1 i k=1
i=1 i=1
S 5)

We, therefore, the probability of at least one corresponding
CDtobe

—k{k—1)
l—e % - (6)

If we denote this probability as €, we can solve fork as a
function of ¢ and ¢;

I iR g )
—_—k(;n;l) ~ In(l-€) ®)
K-k =~ 2nln (9)
— €

If the term —k is ignored, then

k ~\/2n In—t_ )
- 1-—-¢

If we take € = 1 x 10712, then

k1078 x\/n (1D

In sum, for the probability that SDRs with the same CDs
exist to be over 10719% is given by eq.(12).

k=107% /P 12

2) Calculation Parameters: An FPGA which has at least
a million gates is needed in SDR. The number of CLBs can
range from several thousand to several ten thousand on such
an FPGA. In this evaluation, we used an FPGA produced by
XILINX, with the number (“I””) of CLBs being 6144. Wire-
less LAN mounted on such an FPGA requires 2274 CLBs
(“My —1an”), and personal handy phone (PHS) 1045 CLBs
(“mMypns™) [9].

Authorized licensed use limited to: Isfahan University of Technology. Downloaded on June 9, 2009 at 07:52 from IEEE Xplore. Restrictions apply.



Table 1
The number of CLBs used of FPGA

CLBs
2774
1043

Wircless LAN
PHS

Table 2
Calculation resubt

Layout paftern = | Necessary (10° 1°%)

2.0 x 108404 227918 1.1 % 104202 213959

95 x 10%017 | 3TE |77 35 10953 | 26488

PHS

3) Caleulation Result: Fig.5, 6, and table 2 show the cal-
culation results for this FPGA from Eq.(11) and (12).

Results are indicated as both decimal and binary numbers.
The necessary number shown in table 2 shows the number of

randomly generated CDs required for the probability that 2 -

CDs with the same layout exist to be 1071°%. In fig.5, 6,
the probability that CDs with the same layout exists is shown
to be 1% when the necessary number is about 101958 in PHS
and is about 104202 in wireless LAN. If many SDR terminals
are on the market, the probability that an SDR has exactly the
same CD as another would be extremely low as seen by these
results, ’

V. CONCLUSIONS AND FUTURE STUDIES

We proposed a secure download system exploiting the
characteristics of FPGAs. We showed that the proposed sys-
tem has very strong resistance to replay attack. Obtaining
communication software from SDR illegally is therefore dif-
ficult in the proposed system,

However, more research is necessary to prove the security
of the new cryptosystem.

‘Future areas of research are,

» Evaluation of security against other attacks

» Analysis of the structure of configuration data

» An attack specific to the proposed system
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